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1.

This document does not have much text, but through the use of the screenshots and examples within,

Introduction

This document describes what was necessary to set up 802.1x authentication with a Windows XP
supplicant and a FreeRADIUS server. An informative tutorial on setting up something very similar but
with a Linux client can be found at http://www.missl.cs.umd.edu/wireless/eaptls/ and was used as a
starting point for my implementation and will be referenced occasionally throughout this document.

one can easily reproduce a working EAP/TLS setup.

2.

Configuration

Windows XP Supplicant

Linksys Wireless PCI Card, WMP11, driver version 1.7.29.1032
Cisco AP340 with software version 11.21

FreeRADIUS server, CVS version 04/23/2002 on Sun Blade 100 with Solaris 8

2.1 Client NIC setup
The following screenshots show how the 802.11b NIC was set up.

- Linksys B02.11b Properties

General | ‘Wireless Mebworks | Authentication || Advanced

[w]i ze Windows to configure my wireless network, settings

Available netwaorks
To connect to an available nebwork, click Configure.

2 b

Prefered netvorks:

Autamatically connect to available nebworks in the arder listed
below:

':,i:' bw_ap

[ Add... H Remove H Froperties ]

Learn about setting up wireless networl,
configuration,

OF. H Cancel ]

Figure 1: 802.11b NIC configuration — Wireless Networks
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-+ Linksys B02.11b Properties

General | Wireless Netwnrks| Authentication | Advanced

Select thiz option to provide authenticated nebwork, access for
wired and wireless Ethermet networks.

[¥]EE nable network, access control using IEEE 802 13

EAP type: | Smart Card or other Certificate w |

Authenticate az computer when computer information iz available

[] Authenticate a3 guest when user or computer infarmatian is
unavailable

(] ] [ Cancel

Figure 2: 802.11b NIC configuration — Authentication

Figure 2 shows the authentication setup. Setting the EAP type to “Smart Card or other Certificate” will
cause XP to use EAP/TLS for authentication.
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Smart Card or other Certificate Properties E]g|

YWhen connecting:

() Use my smart card
() Uze a certificate an this computer

Walidate zerver certificate

[ JiConnect only if server name ends with:

Trusted roat certificate autharity:

[ ululs b

[]Usze a different uzer name far the connection

k. l [ Cancel

Figure 3: 802.11b NIC configuration — Authentication — Certificate Properties

If you don’t populate Trusted root certificate authority, you will get prompted at authentication time with a
balloon prompt from the icon in the notification area of the task bar stating, “Click here to process your
login information for the network [AP’s SSID here]”.

3. OpenSSL and FreeRADIUS setup

To configure these two components, please see http://www.missl.cs.umd.edu/wireless/eaptls/.
In order to work with XP, the FreeRADIUS version must be equal to or greater than the April 15, 2002
CVS version.

When setting up the FreeRADIUS configuration, | had to make one change from what was stated in [1].
The author suggests to use a fragment_size of 1750. | found that | had to set this value to 1024
otherwise the authentication would never complete.

4. Generating Certificates

4.1 Windows 2000 Certification Authority

Ideally if the network has a Windows 2000 server you can use it to issue certificates. | suggest you see
[2] as a reference to do this.

4.2 OpenSSL

The server certificate must contain an Enhanced Key Usage (EKU) using the object identifier (OID) of
“1.3.6.1.5.5.7.3.1”. Similarly the client certificate must contain an EKU of "1.3.6.1.5.5.7.3.2". This wasn’t
discussed in the EAP/TLS How-to [1]. My usage of OpenSSL to generate certificates takes this into
consideration.
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After installing OpenSSL, first prepare to run the script by taking the text that's in §11 of this document
and placing it in a file called “xpextensions”. Take the script text in §10 and write that into a file of any
name. To generate the certificates, run the script file you just created. The following generated files must
either be copied or be networked to the Windows XP client for certificate installation.

File Purpose
root.der CA Root Certificate
cert-clt.p12 | Client certificate with private key

Directions for installing these certificates can be found in §4.3.1 and §4.3.2.

4.3 Microsoft Management Console Use
From the Start-Run menu run mmc. The window shown in Figure 4 opens.

‘it Console1

File  Action  Yiew Favorikes  \indow  Help

o | [mB @

‘iti Console Root

_onsol | e Rook MNarme

There are no items ko show in this
view,

Figure 4: Microsoft Management Console (MMC) - initial

Select “File->Add/Remove Snap-in...”. The following dialog will appear.
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Add/Remowe Snap-in

Standalu:une | EHtE—'ﬂSiDﬂSl
|ze thiz page to add or remove a standalane Snap-in from the conzole,
Shap-ins added ta: |{3 OnE w
Dreszcription
Add... Bemove About..
] l [ Cancel

Figure 5: MMC - Adding a Snap-in
Click the “Add” button. The following dialog will appear.
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Add Standalone Snap-in

Awallable Standalone Snap-ins:

Shap-in
ﬁ Activel Control
24 Certificates
@ Component Services
Q Computer Management
Device Manager
E Dizk Defragmenter
% Dizk Management
Event Wiewer
(1 Falder

r_:l FrontPage Server Estensiong

Yendar

bicrozoft Corporation
kicrozoft Corpaoration
kicrozoft Corpaoration
kicrozoft Corpaoration
kicrozoft Corpaoration
Micrazaft Corp, Executi...
Microzoft and VERITAS. ..
bicrozoft Corporation
bicrozoft Corporation

Drescription

The Certificates snap-in allows pau to browse the contents of the
certificate stores for yourzelf, a service, or a computer.

Add l [ Cloze

Figure 6: MMC - Selecting Certificates Snap-in

Select the “Certificates” Snap-in and click “Add”. The following dialog will appear.
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Certificates snap-in

Thiz =nap-in will always manage certificates for:

() Service account

() Computer account

Finizh l[ Cancel

%)

Figure 7: MMC - Specifying Certificate Management for User Accounts

Select “My user account” and click “Finish”. The following dialog will appear.
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Select Computer,

%)

Select the computer yau want thiz shap-in to manage.

Thiz znap-in will akways manage:

(#)Local computer: [the computer this conzale iz unning onf

() Another computer; |

[]Allow the selected computer to be changed when launching fram the command line.  This
only applies i pou zave the conzole.

< Back ” Finizh l [ Cancel

Figure 8: MMC - Specifying Local Computer is to be managed

Select “Local computer” and hit “Finish”

4.3.1 Installing CA Root Certificate

To install the CA Root Certificate, open the “root.der” file created in §4.2. Windows will then display the
following dialog. Click “Install Certificate”.

Version 1.0.4, February 7, 2003



-12-

Certificate

General |Detai|s Certification Path

T
E%- Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: rook

Issued by: rook

valid from 4/16/2002 to 4/15/2004

Install Certificate. . .|

Figure 9: Installing CA Root Certificate - Initial Screen
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Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or wou can specify a location For

() Automatically select the certificate store based on the bype of certificate

() Place all certificates in the Following store:

Certificate store;

| | [ Browse, ..

< Back ” Mexk = ][ Cancel

Figure 10: Installing CA Root Certificate - Selecting Certificate Store, Step 1

For the dialog in Figure 10, select “Place all certificates in the following store”, the click “Browse...”. The
following dialog will appear. Select “Trusted Root Certification Authorities” and click “OK”.

Select Certificate Store

Select the certificate stare wou wank to use,

[ Personal s
88 Trusted Rook Cerbification Authoritiss i
I:| Enkerprise Trusk

[C Intermediate Certification Authorities

(£ Trusted Publishers
770 1 Inbrnicked erbFicrakbas

[ shows pheysical skares

(] 4 l [ Cancel

Figure 11: Installing CA Root Certificate - Selecting Certificate Store, Step 2
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Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or wou can specify a location For
() Automatically select the certificate store based on the bype of certificate
(%) Place all certificates in the Following stare

Certificate store;
Trusted Root Certification Authorities

< Back ][ Mexk = ][ Cancel

Figure 12: Installing CA Root Certificate - Selecting Certificate Store, Step 3
When the dialog in Figure 12 appears, click “Finish”.
Certificate Import Wizard @

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import:
wizard.
‘fou have specified the Following settings:

Certificate Store Selected by User  Trusted Rook Certific,
Conkent Certificate

< Back " Finish l[ Cancel

Figure 13: Installing CA Root Certificate - Success

Version 1.0.4, February 7, 2003



-15-

Root Certificate Store .

'T Do wou wank ko ADD the Following certificate bo the Rook Store?
L

Subjeck ; rook, TESTIT, B\, Mew Providence, MNew Jersey, 3

Issuer : Self Issued

Time Yalidity : Tuesday, April 16, 2002 through Thursday, April 15, 2004
Serial Mumber ; 00

Thurmbprint (shal) | E44CC770 FC2ACSAC A4DFCOAT 98E1915E 2FACC1AD
Thumbprint (rmdS) : 24059954 BAIGAETI TEIA3FAE ASE4SCTA

Figure 14: Installing CA Root Certificate - Final confirmation

Click “Yes” at this final dialog box.

4.3.2 Installing Client Certificate

To install the Client (User) Certificate, open the “cert-clt.p12” file created in §4.2. Installation is similar to
the CA Root certificate but this time you’ll be prompted to enter the password for the private key which is
“‘whatever” if you accepted the default when creating the certificates.

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password,

Type the password For the private kew,

Passward:

[ ]Enable strong private key protection, You will be prompted every time the
private kev is used bw an application if vou enable this option,

[ ]Mark this key as exportable, This will allow you bo back up or transport wour
kews at a laker time.

< Back ” fext = ][ Cancel

Figure 15: Installing Client Certificate - Pass phrase prompt
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Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificabes are kept,

Windows can automatically select a certificate store, or wou can specify a location For

{(#)iautomatically select the certificate store based on the bvpe of certificate;

() Place all certificates in the Following stare

< Back ” Mexk = ][ Cancel

Figure 16: Installing Client Certificate - Selecting Certificate Store, Step 1

Leave the defaults. This will be placed in the User Certificates area.

Open the MMC and the client certificate should look like the following figure.
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Certificate

General |Detai|s Certification Path

—:1 Certificate Information

This certificate is intended for the following purpose{s):
*Proves your identity to a remobe computer

Issued to: KEM
Issued by: rook

valid from 4/16/2002 to 4/16/2003

@ You hawve a private key that corresponds to this certificate.

Figure 17: Display of Client Certificate - General
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Certificate

General | Details |CertiFicati-:un F‘ath|

Show: | <hll= w

Field Yalue
[=]valid from Tuesday, April 16, 2002 4:19:...

[>

[F]valid to wednesday, April 16, 2003 4:...
=] subject KEM, TESTIT, EW, Mew Provid. ..
[Fpublic key RS54 (1024 Eits)

v Enhancer : Client Authentication (1.3.6.1....
| Thumnbprint algarithm shal
5] Thurmbprint 1c9a7c60b2 ce 4c 49 72 2h ...

4

lient Authentication {1.3.6.1.5.5.7.3.2)

Edit Propetties. .. ] [ Copy ko File. ., ]

Figure 18: Display of Client Certificate - Details

Be certain the Enhanced Key Usage shows Client Authentication.
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Certificate

General | Details | Certification Path

Certification path

rook

Wigw Certificake

Certificate stakus:

This certificate is Ok,

Figure 19: Display of Client Certificate — Certification Path

Certification path should go back to the trusted root certificate you installed previously
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5. FreeRADIUS log

The following is a FreeRADIUS log when the XP client is successfully authenticated.

$ ./radiusd -X
Starting - reading configuration files
reread config: reading radiusd.conf

Config
Config
Config
Config
main:
main:
main:
main:
main:
main:
read c
read c
read c
read c
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:
main:

proxy:
proxy:
proxy:
proxy:
proxy:

secur
secur
main:
read c
Module
Module
unix:
unix:
unix:
unix:
unix:
unix:
unix:
Module
Module
eap:
eap:
tls:
tls:
tls:
tls:

: including file: /home/freeradius/cvs0415/etc/raddb/proxy.conf
: including file: /home/freeradius/cvs0415/etc/raddb/clients.conf
: including file: /home/freeradius/cvs0415/etc/raddb/snmp.conf
: including file: /home/freeradius/cvs0415/etc/raddb/sgl.conf
prefix = "/home/freeradius/cvs0415"

localstatedir = "/home/freeradius/cvs0415/var"

logdir = "/home/freeradius/cvs0415/var/log/radius"

libdir = "/home/freeradius/cvs0415/1ib"

radacctdir = "/home/freeradius/cvs0415/var/log/radius/radacct"
hostname lookups = no

onfig files: reading dictionary

onfig files: reading clients

onfig files: reading realms

onfig files: reading naslist

max request time = 30

cleanup delay = 5

max requests = 1024

delete blocked requests = 0

port = 0

allow core dumps = no

log stripped names = no

log auth = yes

log auth badpass = yes

log auth goodpass = yes

pidfile = "/home/freeradius/cvs0415/var/run/radiusd.pid"
user = "root"

group = "root"

usercollide = no

lower user = "no"

lower pass = "no"

nospace user = "no"

nospace pass = "no"

proxy requests =
retry delay = 5
retry count = 3
synchronous = no
default fallback = yes
dead time = 120
ity: max attributes =
ity: reject delay =1
debug level = 0
onfig files: entering modules setup
: Library search path is /home/freeradius/cvs0415/1ib
: Loaded System
cache = no

200

passwd = "/etc/passwd"

shadow = " (null)"

group = "/etc/group"

radwtmp = "/home/freeradius/cvs0415/var/log/radius/radwtmp"

usegroup = no
cache reload = 600

: Instantiated unix (unix)
: Loaded eap
default eap type = "tls"
timer expire = 60

rsa_key exchange = no
dh key exchange = yes

rsa key length = 512
dh key length = 512
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tls: verify depth = 0

tls: CA path = "(null)"

tls: pem file type = yes

tls: private key file = "/home/ker/certificates/cert-srv.pem"
tls: certificate file = "/home/ker/certificates/cert-srv.pem"
tls: CA file = "/home/ker/certificates/demoCA/cacert.pem"
tls: private key password = "whatever"

tls: dh file = "/etc/lx/adamcert/random"

tls: random file = "/etc/lx/adamcert/dh"

tls: fragment size = 1024
tls: include length = yes
rlm eap tls: conf N ctx stored
rlm eap: Loaded and initialized the type tls
Module: Instantiated eap (eap)
Module: Loaded preprocess

preprocess: huntgroups = "/home/freeradius/cvs0415/etc/raddb/huntgroups”
preprocess: hints = "/home/freeradius/cvs0415/etc/raddb/hints"
preprocess: with ascend hack = no

preprocess: ascend channels per line = 23

preprocess: with ntdomain hack = no
preprocess: with specialix jetstream hack = no
preprocess: with cisco vsa hack = no
Module: Instantiated preprocess (preprocess)
Module: Loaded realm
realm: format = "suffix"
realm: delimiter = "@"
Module: Instantiated realm (suffix)
Module: Loaded files

files: usersfile = "/home/freeradius/cvs0415/etc/raddb/users"
files: acctusersfile = "/home/freeradius/cvs0415/etc/raddb/acct users"
files: compat = "no"

Module: Instantiated files (files)
Module: Loaded detail
detail: detailfile = "/home/freeradius/cvs0415/var/log/radius/radacct/%${Client-IP-
Address}/detail"
detail: detailperm = 384
detail: dirperm = 493
Module: Instantiated detail (detail)
Module: Loaded radutmp

radutmp: filename = "/home/freeradius/cvs0415/var/log/radius/radutmp"
radutmp: username = "${User-Name}"

radutmp: perm = 384
radutmp: callerid = yes
Module: Instantiated radutmp (radutmp)
Listening on IP address *, ports 1812/udp and 1813/udp, with proxy on 1814/udp.
Ready to process requests.
rad recv: Access-Request packet from host 192.168.123.2:4261, id=73, length=119

User-Name = "KEN"

NAS-IP-Address = 192.168.123.2
Called-Station-Id = "004096431d06"
Calling-Station-Id = "000625039e69"

NAS-Identifier = "AP340-431d06"
NAS-Port = 29
Framed-MTU = 1400
NAS-Port-Type = Wireless-802.11
EAP-Message = "\002\003\000\010\001KEN"
Message-Authenticator = 0xe0589a7549ba0f£842260ed300e4e1848
modcall: entering group authorize
modcall [authorize]: module "preprocess" returns ok
modcall [authorize]: module "eap" returns updated
rlm realm: Looking up realm NULL for User-Name = "KEN"
rlm realm: No such realm NULL
modcall [authorize]: module "suffix" returns noop
users: Matched KEN at 25
modcall [authorize]: module "files" returns ok
modcall: group authorize returns updated
rad check password: Found Auth-Type EAP
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auth: type "EAP"
modcall: entering group authenticate
rlm eap: processing type tls
modcall [authenticate]: module "eap" returns ok
modcall: group authenticate returns ok
Login OK: [KEN/<no User-Password attribute>] (from client 192.168.123.2 port 29 cli
000625039e69)
Sending Access-Challenge of id 73 to 192.168.123.2:4261

Acct-Interim-Interval = 30

Idle-Timeout = 7200

Session-Timeout = 14400

EAP-Message = "\001\004\000\006\r "

Message-Authenticator = 0x00000000000000000000000000000000
State =

0x3506d24e9%aclal5ccfe76d90c4ad606e3cbec5ebal3lb74bfc353d8fadb7decc2fcb9893813
Finished request 0
Going to the next request
--- Walking the entire request list ---
Waking up in 6 seconds...
rad recv: Access-Request packet from host 192.168.123.2:4262, id=74, length=229
User-Name = "KEN"
NAS-IP-Address = 192.168.123.2
Called-Station-Id = "004096431d4d06"
Calling-Station-Id = "000625039e69"
NAS-Identifier = "AP340-431d06"
NAS-Port = 29
Framed-MTU = 1400
State =
0x3506d24e9%aclal5ccfe76d90c4ad606e3cbc5ebal3lb74bfc353d8fadb7dcc2fcb9893813
NAS-Port-Type = Wireless-802.11
EAP-Message =
"\002\004\000P\r\200\000\000\N000F\026\003\001\000A\001\000\000=\003\001<\274"SeE\223\2
55\242\354\213\361\221\3301\027\201\0231\023£\2220c\267~\3200\216\211\3721\000\000\026
\000\004\000\005\000\n\000\t\000d\000b\000N\N003\000\006\000\023\000\022\000c\001"
Message-Authenticator = 0x47abf8cabb646859df38415183adb602
modcall: entering group authorize
modcall [authorize]: module "preprocess" returns ok
modcall [authorize]: module "eap" returns updated
rlm realm: Looking up realm NULL for User-Name = "KEN"
rlm realm: No such realm NULL
modcall [authorize]: module "suffix" returns noop
users: Matched KEN at 25
modcall [authorize]: module "files" returns ok
modcall: group authorize returns updated
rad check password: Found Auth-Type EAP
auth: type "EAP"
modcall: entering group authenticate
rlm eap: Request found, released from the list
rlm eap: EAP TYPE - tls
rlm eap: processing type tls
rlm eap tls: Length Included
undefined: before/accept initialization
TLS accept: before/accept initialization
<<< TLS 1.0 Handshake [length 0041], ClientHello

TLS accept: SSLv3 read client hello A
>>> TLS 1.0 Handshake [length 004a], ServerHello

TLS accept: SSLv3 write server hello A
>>> TLS 1.0 Handshake [length 0613], Certificate

TLS accept: SSLv3 write certificate A
>>> TLS 1.0 Handshake [length 0096], CertificateRequest

TLS accept: SSLv3 write certificate request A

TLS accept: SSLv3 flush data
TLS accept:error in SSLv3 read client certificate A
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rlm eap tls: SSL read Error
Error code is ..... 2
SSL Error ..... 2
In SSL Handshake Phase
In SSL Accept mode
modcall [authenticate]: module "eap" returns ok
modcall: group authenticate returns ok
Login OK: [KEN/<no User-Password attribute>] (from client 192.168.123.2 port 29 cli
000625039e69)
Sending Access-Challenge of id 74 to 192.168.123.2:4262

Acct-Interim-Interval = 30

Idle-Timeout = 7200

Session-Timeout = 14400

EAP-Message =
"\001\005\004\n\r\300\000\000\007\002\026\003\001\000J\002\000\000F\003\001<\2747Zn"\0
30\200TwW\2372\014\377\300\253\250\330\236e\205\321\343\005\262X5\212\006\311\274\001
\322\353\262\203P " n\273\323\376\226\243\036\274\374]\226\001\325\364\334gK\250, *L\005\
314\275\347L\000\004\000\026\003\001\006\023\013\000\006\017\000\006\014\000\002\2350\
202\002\2310\202\002\002\240\003\002\001\002\002\001\0020\r\006\t*\206H\206\367\r\001\
001\004\005\0000\201\2041\0130\t\006\003U\004\006\023\002051\0230\021\006\003U\004"

EAP-Message =
"\367\r\001\t\001\026\013root@bw.com0\036\027\r0204161628502\027\r030416162850Z0\201\2
061\0130\t\006\003U\N004\006\023\002US1\0230\021\006\003U\004\010\023\nNew
Jerseyl1\0270\025\006\003U\004\007\023\016New
Providencel\0130\t\006\003U\004\n\023\002BW1\0170\r\006\003U\004\013\023\006TESTITI1\01
70\r\006\003U\004\003\023\006server1\0320\030\006\t*\206H\206\367\r\001\t\001\026\013r
oot@bw.com0\201\2370\r\006\t*\206H\206\367\r\001\001\001\005\000\003\201\215\0000\201\
211\002\201\201\000\322H\224]1\257@\327\325\327\312"

EAP-Message =
"\322M!\277\324\r\367\360\203\267\225\036"\007\215\0266\364h\232p\006\rq[\277h\024\321
\332L\0160\371\327\230)\207\031;;\236\317&\202c=\265\253n\302\334\025\001\316*$2\334\2
112P\372<PX.\023Tg\322.\010~\345\320\366\27200\021n\3332z\214\025\002>\256~|\2070\002\00
3\001\000\001\243\0270\0250\023\006\003U\035%\004\0140\n\006\010+\006\001\005\005\007\
003\0010\r\006\t*\206H\206\367\r\001\001\004\005\000\003\201\201\000\014\330\325g\346\
016{\230\0028%X\306\026\300\017.!\320C\320ul\206n\n\340\017\001wf\334\354v\346\216"

EAP-Message =
"\352\265YJ\217\340\256\257\233=4\330"\222\224\002\021\000\00310\202\003e0\202\002\316
\240\003\002\001\002\002\001\0000\r\006\t*\206H\206\367\r\001\001\004\005\0000\201\204
1\0130\t\006\003U\004\006\023\002US1\0230\021\006\003U\004\010\023\nNew
Jerseyl1\0270\025\006\003U\004\007\023\016New
Providencel\0130\t\006\003U\004\n\023\002BW1\0170\r\006\003U\004\013\023\006TESTIT1\rO0
\N013\006\003U\004\003\023\004root1\0320\030\006\t*\206H\206\367\r\001\t\001\026\013ro0
t@bw.com0\036\027\r0204161628322\027\r040415162832"

EAP-Message = "seyl\0270\025\006\003U\004\007\023\016New Providen"

Message—-Authenticator = 0x00000000000000000000000000000000

State =
0x97ef6223cebbacbl636260ea71f461la23cbcbe5ad72bd01de82881b41dlafe7a051b93db
Finished request 1
Going to the next request
Waking up in 6 seconds...
rad recv: Access-Request packet from host 192.168.123.2:4263, id=75, length=155

User-Name = "KEN"

NAS-IP-Address = 192.168.123.2

Called-Station-Id = "004096431d4d06"

Calling-Station-Id = "000625039e69"

NAS-Identifier = "AP340-431d06"

NAS-Port = 29

Framed-MTU = 1400

State =
0x97ef6223cebbacbl636260ea71f46la23cbcbe5ad72bd01de82881b41dlafe7a051b93db

NAS-Port-Type = Wireless-802.11

EAP-Message = "\002\005\000\006\r"

Message-Authenticator = 0xb88e4b53984bccf9f1017£8d8585efa6
modcall: entering group authorize

modcall [authorize]: module "preprocess" returns ok
modcall [authorize]: module "eap" returns updated
rlm realm: Looking up realm NULL for User-Name = "KEN"
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rlm realm: No such realm NULL
modcall [authorize]: module "suffix" returns noop
users: Matched KEN at 25
modcall [authorize]: module "files" returns ok
modcall: group authorize returns updated
rad check password: Found Auth-Type EAP
auth: type "EAP"
modcall: entering group authenticate
rlm eap: Request found, released from the list
rlm eap: EAP TYPE - tls
rlm eap: processing type tls
rlm eap tls: Received EAP-TLS ACK message
modcall [authenticate]: module "eap" returns ok
modcall: group authenticate returns ok
Login OK: [KEN/<no User-Password attribute>] (from client 192.168.123.2 port 29 cli
000625039e69)
Sending Access-Challenge of id 75 to 192.168.123.2:4263

Acct-Interim-Interval = 30

Idle-Timeout = 7200

Session-Timeout = 14400

EAP-Message =
"\001\006\003\014\r\200\000\000\007\002ce1\0130\t\006\003U\004\n\023\002BWI\O170\r\006
\003U\004\013\023\006TESTITI\r0\013\006\003U\N004\003\023\004root1\0320\030\006\t*\206H
\206\367\r\001\t\001\026\013root@bw.com0\201\2370\r\006\t*\206H\206\367\r\001\001\001\
005\000\003\201\215\0000\201\211\002\201\201\000\317\003\215\337he\0241\247\237\220\34
4\001\301g\376\006J\237\201\271\345Nu\027g"~u\211\237\203\231\260/\3316M\303\372\033\30
3\353\213yrj\255\017/\005\325\2142mF\217\036h\031$\361m\002\307>\332\037\2762\245"

EAP-Message =
"\3410\035\006\003U\035\016\004\026\004\024\260[1\347y (\033\371\020\376\014\024\264U~\3
77\223\252 (650\201\261\006\003U\035#\004\201\2510\201\246\200\024\26001\347y (\033\371\0
20\376\014\024\264U~\377\223\252 (65\241\201\212\244\201\2070\201\2041\0130\t\006\003U\
004\006\023\002US1\0230\021\006\003U\004\010\023\nNew
Jerseyl\0270\025\006\003U\004\007\023\016New
Providencel\0130\t\006\003U\N004\n\023\002BW1\0170\r\006\003U\004\013\023\006TESTIT1\rO0
\013\006\003U\004\003\023\004root1\0320\030\006\t*\206H\206\367\r\001"

EAP-Message =
"MS$Y\N230\353v\205\317\337\252BL4\376\224\372\371V\307\304\263A\334\233=\251\361\333@\2
23\2275\345k1I\260\035n9\t9\342\231L\312\353\262\263T\025\360\326\221\272F\033.T\262\0
21\335\365\033ZD\033\031\260\355\017\370]1\202M\271d~
N\366\304\253\3737\346\214\346p\031\2539\271\242h\236\2415Vs\306\014\322\236\024.\3250
\032\353=\200) \200zg\345\346s\201\337#\026\003\001\000\226\r\000\000\216\002\001\002\0
00\211\000\2070\201\2041\0130\t\006\003U\004\006\023\002US1\0230\021\006\003U\004\010\
023\nNew Jerseyl\0270\025\006"

EAP-Message = "H\206\367\r\001\t\001\026\013root@bw.com\016\000\000"

Message—-Authenticator = 0x00000000000000000000000000000000

State =
0x2b773d126657£7639%eac84899%ec7dat33cbc5ebcf34e6c32feb9278a692cf0dfaf305£d9
Finished request 2
Going to the next request
--- Walking the entire request list ---

Waking up in 4 seconds...
rad recv: Access-Request packet from host 192.168.123.2:4264, id=76, length=1157

User-Name = "KEN"

NAS-IP-Address = 192.168.123.2

Called-Station-Id = "004096431d06"

Calling-Station-Id = "000625039e69"

NAS-Identifier = "AP340-431d06"

NAS-Port = 29

Framed-MTU = 1400

State =
0x2b773d126657£7639%eac84899%ec7dat33cbc5ebcf34e6c32feb9278a692cf0dfaf305£d9

NAS-Port-Type = Wireless-802.11

EAP-Message =
"\002\006\003\352\r\200\000\000\003\340\026\003\001\003\260\013\000\002\240\000\002\23
5\000\002\2320\202\002\2260\202\001\377\240\003\002\001\002\002\001\0010\r\006\t*\206H
\206\367\r\001\001\004\005\0000\201\2041\0130\t\006\003U\004\006\023\002U51\0230\021\0
06\003U\004\010\023\nNew Jerseyl1\0270\025\006\003U\004\007\023\016New
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Providencel\0130\t\006\003U\004\n\023\002BW1\0170\r\006\003U\004\013\023\006TESTIT1\x0
\N013\006\003U\004\003\023\004root1\0320\030\006\t*\206H\206\367\r\001\t\001\026\013ro0
t@bw.com0\036"

EAP-Message = " Jerseyl\0270\025\006\003U\004\007\023\016New
Providencel\0130\t\006\003U\004\n\023\002BW1\0170\r\006\003U\004\013\023\006TESTITI\01
40\n\006\003U\004\003\023\003KEN1\0320\030\006\t*\206H\206\367\r\001\t\001\026\013root
@bw.com0\201\2370\r\006\t*\206H\206\367\r\001\001\001\005\000\003\201\215\0000\201\211
\002\201\201\000\232E\261S#K\3522zx\336@z\304\376"h\376\024V\206\250w\306Y\307+\240\205
\N0176\327\317\271xg\242hz\355A\204\376\345\325\252,\245\210JD\226\213\334y\220I\032\31
TR\r\373\241|1\022\301\250\254\340\250"

EAP-Message =
"\216F77N\014\254\253\002\003\001\000\001\243\0270\0250\023\006\003U\035%\004\0140\n\0
06\010+\006\001\005\005\007\003\0020\r\006\t*\206H\206\367\r\001\001\004\005\000\003\2
01\201\000-\016B\245\262\031\032\260\033\336\004\340\230\377~
fm\031k\261\031k\236\360\254\254\247\035\242;X\372u\2231\273\325\00702\025\327n*\310{h
JW\200~u) \216\2279\316\023\267%{\236\311\335\245\366In#\013\000\313\310\234A\261\201 [\
315\274\334 )no\006#\347h\353%yLz\013\244\026\214\227\017\200\0276U\370\224P\230\3356\
336w\304\2646\366\225"

EAP-Message = "\303\365\3316-
rAG\242\32240r;\025\211k\257L\020&_:r\3170\206\017\002\327\234M\213\220\274e\361\330m"
\246{\357\n\244\351\264\360R$\212\247\213\224{\033\026x\202\005\\\231m\202\265b\017\00
0\000\202\000\2005\216\014\360\304{\312\3100@\255\275\304\325\3000\n9\310aa\376\016\363
\351\236\231\370W\017P\326\214 \366 \230\2628\326\267\233N\014\237ni\366\243\334"\256\
301\244J"
\000b\245\232\247\306\353\231£\243;\242\241Vv\342/1\265\232\321X\200\306\277\r "\232\330
[0s\366\205\001m\010\377 )bjM\321\031\371"*\230\357F0\354"

Message-Authenticator = 0xd26d6b213424fda43524969796a39031
modcall: entering group authorize

modcall [authorize]: module "preprocess" returns ok
modcall [authorize]: module "eap" returns updated
rlm realm: Looking up realm NULL for User-Name = "KEN"
rlm realm: No such realm NULL
modcall [authorize]: module "suffix" returns noop
users: Matched KEN at 25
modcall[authorize]: module "files" returns ok
modcall: group authorize returns updated
rad check password: Found Auth-Type EAP
auth: type "EAP"
modcall: entering group authenticate
rlm eap: Multiple EAP Message attributes found
rlm eap: Request found, released from the list
rlm eap: EAP TYPE - tls
rlm eap: processing type tls
rlm eap tls: Length Included
<<< TLS 1.0 Handshake [length 02a4], Certificate

chain-depth=1,

error=0

—-—> User-Name = KEN

—--> BUF-Name = root

--> subject = /C=US/ST=New Jersey/L=New
Providence/0=BW/OU=TESTIT/CN=root/Email=root@bw.com
--> issuer = /C=US/ST=New Jersey/L=New
Providence/0=BW/OU=TESTIT/CN=root/Email=root@bw.com
--> verify return:1

chain-depth=0,

error=0

—-—> User-Name = KEN

—--> BUF-Name = KEN

--> subject = /C=US/ST=New Jersey/L=New
Providence/0O=BW/OU=TESTIT/CN=KEN/Email=root@bw.com
--> issuer = /C=US/ST=New Jersey/L=New
Providence/0=BW/OU=TESTIT/CN=root/Email=root@bw.com
--> verify return:1

TLS accept: SSLv3 read client certificate A

<<< TLS 1.0 Handshake [length 0086], ClientKeyExchange
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TLS accept: SSLv3 read client key exchange A
<<< TLS 1.0 Handshake [length 0086], CertificateVerify

TLS accept: SSLv3 read certificate verify A
<<< TLS 1.0 ChangeCipherSpec [length 0001]

<<< TLS 1.0 Handshake [length 0010], Finished

TLS accept: SSLv3 read finished A
>>> TLS 1.0 ChangeCipherSpec [length 0001]

TLS accept: SSLv3 write change cipher spec A
>>> TLS 1.0 Handshake [length 0010], Finished

TLS accept: SSLv3 write finished A
TLS accept: SSLv3 flush data
undefined: SSL negotiation finished successfully
rlm eap tls: SSL read Error
Error code is ..... 2
SSL Error ..... 2
SSL Connection Established
modcall [authenticate]: module "eap" returns ok
modcall: group authenticate returns ok
Login OK: [KEN/<no User-Password attribute>] (from client 192.168.123.2 port 29 cli
000625039e69)
Sending Access-Challenge of id 76 to 192.168.123.2:4264
Acct-Interim-Interval = 30
Idle-Timeout = 7200
Session-Timeout = 14400
EAP-Message =
"\001\007\0005\r\200\000\000\000+\024\003\001\000\001\001\026\003\001\000
\301\244\215\023\352+\241X"\007P\217\274\302\310\nv\220\343T1u\224\010x8\353\331\031w\
310°2"
Message-Authenticator = 0x00000000000000000000000000000000
State =
0x6adcbc6a53191835del12975988783c5d3chbcbe5e2c778lafaaabcfb6942ae8225£89e78868
Finished request 3
Going to the next request
--- Walking the entire request list ---
Waking up in 2 seconds...
rad recv: Access-Request packet from host 192.168.123.2:4265, id=77, length=155
User-Name = "KEN"
NAS-IP-Address = 192.168.123.2
Called-Station-Id = "004096431d06"
Calling-Station-Id = "000625039e69"
NAS-Identifier = "AP340-431d06"
NAS-Port = 29
Framed-MTU = 1400
State =
0x6adcbc6a53191835del12975988783c5d3chbcbe5e2c78lafaaacfb6942ae8225£89e78868
NAS-Port-Type = Wireless-802.11
EAP-Message = "\002\007\000\006\r"
Message-Authenticator = 0x7e3de717199c91381£f3e89126721390d
modcall: entering group authorize
modcall [authorize]: module "preprocess" returns ok
modcall [authorize]: module "eap" returns updated
rlm realm: Looking up realm NULL for User-Name = "KEN"
rlm realm: No such realm NULL
modcall [authorize]: module "suffix" returns noop
users: Matched KEN at 25
modcall [authorize]: module "files" returns ok
modcall: group authorize returns updated
rad check password: Found Auth-Type EAP
auth: type "EAP"
modcall: entering group authenticate
rlm eap: Request found, released from the list
rlm eap: EAP TYPE - tls
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rlm eap: processing type tls
rlm eap tls: Received EAP-TLS ACK message
modcall [authenticate]: module "eap" returns ok
modcall: group authenticate returns ok
Login OK: [KEN/<no User-Password attribute>] (from client 192.168.123.2 port 29 cli
000625039e69)
Sending Access-Accept of id 77 to 192.168.123.2:4265
Acct-Interim-Interval = 30
Idle-Timeout = 7200
Session-Timeout = 14400
EAP-Message = "\003\010\000\004"
Message-Authenticator = 0x00000000000000000000000000000000
Finished request 4
Going to the next request
Waking up in 2 seconds...
--- Walking the entire request list ---
Cleaning up request 0 ID 73 with timestamp 3cbcb5eba
Cleaning up request 1 ID 74 with timestamp 3cbcb5eba
Waking up in 2 seconds...
--- Walking the entire request list ---
Cleaning up request 2 ID 75 with timestamp 3cbcb5ebc
Waking up in 2 seconds...
--- Walking the entire request list ---
Cleaning up request 3 ID 76 with timestamp 3cbcbSebe
Cleaning up request 4 ID 77 with timestamp 3cbcbebe
Nothing to do. Sleeping until we see a request.
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6. Cisco AP340 EAP log

An EAP log can be obtained on the Cisco AP340 by telnet’ing to the IP address of the AP and typing the
following commands, “:eap_diag1_on” and “:eap_diag2_on”. Don’t type the quotes, but be sure to type
the colon (). See [4] for full details on troubleshooting techniques with the AP340.

4 days, 20:52:15 (Info): Station [192.168.123.7]000625039%9e69 Authenticated

4 days, 20:52:15 (Info): Station [192.168.123.7]000625039%9e69 Associated
EAP: Sending Identity Request

00cl7a20: 01 00 00 39 01 02 00 39 01 00 6e 65 74 77 * ..9...9. .netw*
00cl7a30: 6f 72 6b 69 64 3d 62 72 6f 61 64 77 61 76 65 5f *orkid=broadwave *
00cl7a40: 61 70 31 2c 6e 61 73 69 64 3d 41 50 33 34 30 2d *apl,nasid=AP340-*
00cl7a50: 34 33 31 64 30 36 2c 70 6f 72 74 69 64 3d 30 *431d06, portid=0.*

EAP: Received packet from client 192.168.123.7
00c13070: 01 01 00 00 fo *

EAP: Type = EAPOL START
EAP: Sending Identity Request

00c18350: 01 00 00 39 01 03 00 39 01 00 * .99
00c18360: 6e 65 74 77 6f 72 6b 69 64 3d 62 72 6f 61 64 77 *networkid=broadw*
00c18370: 61 76 65 5f 61 70 31 2c 6e 61 73 69 64 3d 41 50 *ave apl,nasid=AP*

00c18380: 33 34 30 2d 34 33 31 64 30 36 2c 70 6f 72 74 69 *340-431d06, portix*
00c18390: 64 3d 30 *A=0...ciiiii *
EAP: Received packet from client 192.168.123.7

00cl7al10: 01 00 00 08 02 02 00 08 01 4b 45 4e [ KEN*
EAP: Type = Identity Response

EAP: Response not from most recent request. Dropping packet.

EAP: Received packet from client 192.168.123.7

00cl7al10: 01 00 00 08 02 03 00 08 01 4b 45 4e [ KEN*
EAP: Type = Identity Response

EAP: Forwarding packet to RADIUS server

00albfcO: 01 49 00 77 49 3e a9 96 * I.wI>..*
00albfd0: ee 61 b2 c4 7c af £7 e3 al f6 99 a4 01 05 4b 45 ol Y I, KE*
00albfeO: 4e 04 06 cO0 a8 7b 02 le Oe 30 30 34 30 39 36 34 *N....{...0040964%*

00albff0: 33 31 64 30 36 1f Oe 30 30 30 36 32 35 30 33 39 *31d06..000625039*
00alc000: 65 36 39 20 Oe 41 50 33 34 30 2d 34 33 31 64 30 *e69 .AP340-431d0*

00alc010: 36 05 06 00 00 00 1d Oc 06 00 00 05 78 3d 06 00 O e X=..%
00alc020: 00 00 13 4f Oa 02 03 00 08 01 4b 45 4e 50 12 O *...00... .. KENP. . *
00alc030: 58 9a 75 49 ba 0f 84 22 60 ed 30 Oe 4e 18 48 *X.uI..." .0.N.H.*

RADIUS: Received packet for client 192.168.123.7

00977000: Ob 49 00 66 65 55 30 92 Oe bc 90 46 d5 f1 3e 00 *.I.felU0....F..>.*
00977010: 5d 51 e6 b3 55 06 00 00 00 le 1c 06 00 00 1c 20 *1Q. .U ieeen.. *
00977020: 1b 06 00 00 38 40 4f 08 01 04 00 06 0d 20 50 12 * .
00977030: 94 bc 51 14 db a8 a8 2e fl1 da e0 f0 97 d9 3a 67 P O PR e 4
00977040: 18 26 35 06 d2 4e 9%9a cl a0 5c cf e7 o6d 90 c4 ad *.&5..N...\..m.. . *
00977050: 60 6e 3c bc 5e 5a 31 b7 4b fc 35 3d 8f a4 b7 dc *'n<."Z21.K.5=....%*
00977060: c¢2 fc b9 89 38 13 *

RADIUS: Received Challenge Request

RADIUS: Received session timeout request of 14400 seconds
RADIUS: Sending EAPOL packet to client 192.168.123.7
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00cl7a20:

EAP: Received

00c18340:
00c18350:
00c18360:
00c18370:
00c18380:
00c18390:

0d
01
17
31
00

01 00 00

packet from

80
3c
81
00
03

00
bc
13
00
00

00
Se
6c
16
06

EAP: Forwarding packet

00albfcO:
00albfdoO:
00albfel:
00albff0:
00alc000:
00alc010:
00alc020:
00alc030:
00alc040:
00alc050:
00alc060:
00alc070:
00al1lc080:
00al1lc090:
00alc0al:

1f
de
33
65
36
06
bc
89
80
3c
81
00
03
ca

92
04
31
36
05
d2
Se
38
00
bc
13
00
00
bb

RADIUS: Received

00974840:
00974850:
00974860:
00974870
00974880:
00974890:
009748a0:
009748b0:
009748c0:
009748d0:
009748e0:
009748£0:
00974900:
00974910:
00974920:
00974930:
00974940
00974950:
00974960:
00974970
00974980:
00974990:
009749a0:
00974900 :
009749c0:
009749d0:
009749e0:
009749£0:
00974a00:
00974a10:
00974a20:
00974a30:
00974a40:
00974a50:
00974a60:
00974a70:

d2
00
01
00
3f
8a
96
4c
06
ao
£7
55
13
06
64
42
54
of
01
30
5a
30
31
65
de
30
03
06
18
of
2a
81
e9
99
d4

61l
le
05
00
Oc
06
a3
05
0f
03
0d
04
Oa
03
65
57
49
74
09
le
17
81
13
72
65
09
55
03
06
74
86
89
b9
73
0d

67
06
64
39
06
4e
S5a
13
00
S5e
6c
16
06
64

09
cO
30
20
00
9a
31
3d
00
53
13
00
00
68

00
53
13
00
00

to

2e
a8
36
Oe
00
cl
b7
06
46
65
66
04
13
59

06 01 04 00 06

client 192.168.

46
65
66
04
13

16
45
92
00
00

03
93
51
05
12

01
01
ad
63
00
00

00
00
a2
b7
Oa
63

RADIUS server

20
7b
1f
41
00
a0
4b
00
16
45
92
00
00
df

ef
02
Oe
50
1d
5c
fc
00
03
93
51
05
12
38

Tc
le
30
33
Oc
cf
35
00
01
ad
63
00
00
41

packet for client

56
lc
04
46
ff
c9
le
cc
00
02
01
06
de
55
ce
31
54
31
01
17
0d
86
30
73
77
06
04
55
09
40
48
02
f0
fc
£7

76
06
Oa
03
cO
bc
bc
bd
06
01
01
13
65
04
63
0f
31
la
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RADIUS: Received Challenge Request
RADIUS: Received session timeout request of 14400 seconds
RADIUS: Sending EAPOL packet

00cl7a20: 01 00
00cl7a30: 14 03 01 00
00cl7a40: 2b al 58 5e

00cl7a50: 75 94 08 78

00
01
07
38

EAP: Received packet from

00c18340:
00c18350: 0d 00
EAP: Forwarding packet

00albfcO:

00albfd0: 1f b6 10 5f
00albfelO: 4e 04 06 cO
00albff0: 33 31 64 30
00alc000: 65 36 39 20
00alc010: 36 05 06 00
00alc020: dc bc 6a 53
00alc030: Dbc 5e 5e 2c
00alc040: e7 88 68 3d
00alc050: 00 50 12 7e
00alc060: 21 39 0d

to

8a
a8
36
Oe
00
19
78
06
3d

35
01
50
eb

client 192.168.
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to client 192.168.123.7
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RADIUS: Received packet for client

00977000: 02 4d 00 3e
00977010: ea 88 58 Oc
00977020: 1b 06 00 0O
00977030: b6 ef b2 44
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RADIUS: Received session timeout request
RADIUS: Sending EAPOL packet to client 192.168.123.7

00c18350:

RADIUS: ACCEPT for 192.168.123.7

4 days, 20:52:20 (Info):
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01 00 00 04 03 08 00 04

Station 00062503%e69,

User

"KEN"
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7. RADIUS Ethereal log
This log was captured with Ethereal version 0.9.3, available at http://www.ethereal.com.

Frame 1 (161 on wire, 161 captured)
Ethernet II
Internet Protocol, Src Addr: 192.168.123.2 (192.168.123.2), Dst Addr: bw.tzo.com
(192.168.123.1)
User Datagram Protocol, Src Port: 4261 (4261), Dst Port: radius (1812)
Radius Protocol
Code: Access Request (1)
Packet identifier: 0x49 (73)
Length: 119
Authenticator
Attribute value pairs
t:User Name (1) 1:5, Value:"KEN"
t:NAS IP Address(4) 1:6, Value:192.168.123.2
:Called Station Id(30) 1:14, Value:"004096431d0o6"
:Calling Station Id(31) 1:14, Value:"000625039e69"
:NAS identifier(32) 1:14, Value:"AP340-431d06"
:NAS Port(5) 1:6, Value:29
:Framed MTU (12) 1:6, Value:1400
:NAS Port Type(61l) 1:6, Value:Wireless IEEE 802.11
:EAP-Message (79) 1:10
Extensible Authentication Protocol
Code: Response (2)
Id: 3
Length: 8
Type: Identity [RFC2284] (1)
Identity (3 bytes): KEN
t:Message Authenticator(80) 1:18,
Value:"\224X\154uI\186\015\132""\2370\014N\024H"

&ttt o ot

Frame 2 (144 on wire, 144 captured)
Ethernet II
Internet Protocol, Src Addr: bw.tzo.com (192.168.123.1), Dst Addr: 192.168.123.2
(192.168.123.2)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 4261 (4261)
Radius Protocol
Code: Access challenge (11)
Packet identifier: 0x49 (73)
Length: 102
Authenticator
Attribute value pairs
t:Unknown Type (85) Unknown Value Type
t:Idle Timeout (28) Value:7200
t:Session Timeout (27) 1l:6, Value:14400
t:EAP-Message (79) 1:8
Extensible Authentication Protocol
Code: (1)
Id: 4
Length: 6
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags (0x20): Start
t:Message Authenticator(80) 1:18,
Value:"\148\1880Q\020\219\168\168.\241\218\224\240\151\217:g"
t:State(24) 1:38,
Value:"5\006\210N\154\193\160\\207\231m\144\196\173 " n<\188721\183K\2525=\143\164\183\2
20\194\252\185\1378\019"

=

16,
16,

Frame 3 (271 on wire, 271 captured)

Ethernet II

Internet Protocol, Src Addr: 192.168.123.2 (192.168.123.2), Dst Addr: bw.tzo.com
(192.168.123.1)

User Datagram Protocol, Src Port: 4262 (4262), Dst Port: radius (1812)
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Radius Protocol
Code: Access Request (1)
Packet identifier: Ox4a (74)
Length: 229
Authenticator
Attribute value pairs
t:User Name (1) 1:5, Value:"KEN"
t:NAS IP Address(4) 1:6, Value:192.168.123.2
:Called Station Id(30) 1:14, Value:"004096431d06"
:Calling Station Id(31) 1:14, Value:"000625039e69"
:NAS identifier(32) 1:14, Value:"AP340-431d06"
:NAS Port(5) 1:6, Value:29
:Framed MTU(12) 1:6, Value:1400
:State(24) 1:38,
Value:"5\006\210N\154\193\160\\207\231m\144\196\173 " n<\188721\183K\2525=\143\164\183\2
20\194\252\185\1378\019"
t:NAS Port Type(6l) 1:6, Value:Wireless IEEE 802.11
t:EAP-Message (79) 1:82
Extensible Authentication Protocol
Code: Response (2)
Id: 4
Length: 80
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags (0x80) : Length
Length: 70
Secure Socket Layer
(this is the Client Hello)
t:Message Authenticator(80) 1:18,
Value:"G\171\248\202\187dhY\2238AQ\131\173\182\002"

t ct f ot

o+

Frame 4 (1180 on wire, 1180 captured)
Ethernet II
Internet Protocol, Src Addr: bw.tzo.com (192.168.123.1), Dst Addr: 192.168.123.2
(192.168.123.2)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 4262 (4262)
Radius Protocol
Code: Access (11)
Packet identifier: Ox4a (74)
Length: 1138
Authenticator
Attribute value pairs
t:Unknown Type (85) 1:6, Unknown Value Type
t:Idle Timeout (28) 1l:6, Value:7200
t:Session Timeout (27) 1l:6, Value:14400
t:EAP-Message (79) 1:254
EAP fragment
:EAP-Message (79) 1:254
EAP fragment
t:EAP-Message (79) 1:254
EAP fragment
t:EAP-Message (79) 1:254
EAP fragment
t:EAP-Message (79) 1:28
EAP fragment
Extensible Authentication Protocol
Code: Request (1)
Id: 5
Length: 1034
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags (0xC0) : Length More
Length: 1794
EAP-TLS Fragments
Secure Socket Layer
t:Message Authenticator(80) 1:18,
Value:"Ls\184\204\165'\195e\151\216g\132\185Jn\191"

o
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t:State(24) 1:38,
Value:"\151\239b#\206k\172\177cb " \234g\244a\162<\1887Z\215+\208\029\232 (\129\180\029\0
26\254z\005\027\147\219"

Frame 5 (197 on wire, 197 captured)
Ethernet II
Internet Protocol, Src Addr: 192.168.123.2 (192.168.123.2), Dst Addr: bw.tzo.com
(192.168.123.1)
User Datagram Protocol, Src Port: 4263 (4263), Dst Port: radius (1812)
Radius Protocol
Code: Access Request (1)
Packet identifier: O0x4b (75)
Length: 155
Authenticator
Attribute value pairs
t:User Name (1) 1:5, Value:"KEN"
t:NAS IP Address(4) 1:6, Value:192.168.123.2

t:Called Station Id(30) 1:14, Value:"004096431d06"
t:Calling Station Id(31) 1:14, Value:"000625039e69"
t:NAS identifier(32) 1:14, Value:"AP340-431d06"
t:NAS Port(5) 1:6, Value:29

t:Framed MTU(12) 1:6, Value:1400

t:State(24) 1:38,

Value:"\151\239b0#\206k\172\177cb \234g\244a\162<\18872Z\215+\208\029\232 (\129\180\029\0
26\254z\005\027\147\219"
t:NAS Port Type(6l) 1:6, Value:Wireless IEEE 802.11
t:EAP-Message (79) 1:8
Extensible Authentication Protocol

Code: (2)

Id: 5

Length: 6

Type: [RFC2716] [Abobal (13)
Flags (0x0) :

t:Message Authenticator(80) 1:18,
Value:"\184\142KS\152K\204\249\241\001\127\141\133\133\239\166"

Frame 6 (924 on wire, 924 captured)
Ethernet II
Internet Protocol, Src Addr: bw.tzo.com (192.168.123.1), Dst Addr: 192.168.123.2
(192.168.123.2)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 4263 (4263)
Radius Protocol
Code: Access challenge (11)
Packet identifier: Ox4b (75)
Length: 882
Authenticator
Attribute value pairs
t:Unknown Type (85) 1:6, Unknown Value Type
t:Idle Timeout (28) 1l:6, Value:7200
t:Session Timeout (27) 1l:6, Value:14400
t:EAP-Message (79) 1:254
EAP fragment
:EAP-Message (79) 1:254
EAP fragment
t:EAP-Message (79) 1:254
EAP fragment
t:EAP-Message (79) 1:26
EAP fragment
Extensible Authentication Protocol
Code: Request (1)
Id: 6
Length: 780
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags (0x80) : Length
Length: 1794
EAP-TLS Fragments
Secure Socket Layer

o
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t:Message Authenticator(80) 1:18, Value:"-
0\014\200\157\245[£f\226\176yn\157k\149\006"

t:State(24) 1:38,
Value:"+w=\018fW\247c\158\172\132\137\158\199\218\243<\1887\\243N12\254\185"\1381,\240
\223\1750 \217"

Frame 7 (1199 on wire, 1199 captured)
Ethernet II
Internet Protocol, Src Addr: 192.168.123.2 (192.168.123.2), Dst Addr: bw.tzo.com
(192.168.123.1)
User Datagram Protocol, Src Port: 4264 (4264), Dst Port: radius (1812)
Radius Protocol
Code: Access Request (1)
Packet identifier: Ox4c (760)
Length: 1157
Authenticator
Attribute value pairs
t:User Name (1) 1:5, Value:"KEN"
t:NAS IP Address(4) 1:6, Value:192.168.123.2
t:Called Station Id(30) 1:14, Value:"004096431d06"
t:Calling Station Id(31) 1:14, Value:"000625039e69"
t:NAS identifier(32) 1:14, Value:"AP340-431d06"
t:NAS Port(5) 1:6, Value:29
t:Framed MTU(12) 1:6, Value:1400
t:State(24) 1:38,
Value:"+w=\018fW\247c\158\172\132\137\158\199\218\243<\1887\\243N12\254\185"\1381,\240
\223\1750 \217"
t:NAS Port Type(6l) 1:6, Value:Wireless IEEE 802.11
t:EAP-Message (79) 1:255
EAP fragment
t:EAP-Message (79) 1:255
EAP fragment
t:EAP-Message (79) 1:255
EAP fragment
t:EAP-Message (79) 1:245
EAP fragment
Extensible Authentication Protocol
Code: Response (2)
Id: 6
Length: 1002
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags (0x80) : Length
Length: 992
Secure Socket Layer
t:Message Authenticator(80) 1:18,
Value:"\210mk!435\253\1645$\150\151\150\163\1441"

Frame 8 (191 on wire, 191 captured)
Ethernet II
Internet Protocol, Src Addr: bw.tzo.com (192.168.123.1), Dst Addr: 192.168.123.2
(192.168.123.2)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 4264 (4264)
Radius Protocol
Code: Access challenge (11)
Packet identifier: Ox4c (76)
Length: 149
Authenticator
Attribute value pairs
t:Unknown Type (85) 1:6, Unknown Value Type
t:Idle Timeout (28) 1l:6, Value:7200
t:Session Timeout (27) 1l:6, Value:14400
t:EAP-Message (79) 1:55
Extensible Authentication Protocol
Code: Request (1)
Id: 7
Length: 53
Type: EAP-TLS [RFC2716] [Aboba] (13)
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Flags (0x80) : Length
Length: 43
Secure Socket Layer
t:Message Authenticator(80) 1:18, Value:"]J\173£f\179\209\160-
4\019\237\180\211\171\244\169Y"
t:State(24) 1:38,
Value:"j\220\18835\025\0245\222\018\151Y\136x<]<\188"",x\026\250\1700\182\148*\232" \1
37\231\136h"

Frame 9 (197 on wire, 197 captured)
Ethernet II
Internet Protocol, Src Addr: 192.168.123.2 (192.168.123.2), Dst Addr: bw.tzo.com
(192.168.123.1)
User Datagram Protocol, Src Port: 4265 (4265), Dst Port: radius (1812)
Radius Protocol
Code: Access Request (1)
Packet identifier: 0x4d (77)
Length: 155
Authenticator
Attribute value pairs
t:User Name (1) 1:5, Value:"KEN"
:NAS IP Address(4) 1:6, Value:192.168.123.2
:Called Station Id(30) 1:14, Value:"004096431d06"
:Calling Station Id(31) 1:14, Value:"000625039e69"
:NAS identifier(32) 1:14, Value:"AP340-431d06"
:NAS Port(5) 1:6, Value:29
:Framed MTU(12) 1:6, Value:1400
:State(24) 1:38,
Value:"j\220\18835\025\0245\222\018\151¥Y\136x<]<\188"",x\026\250\1700\182\148*\232" \1
37\231\136h"
t:NAS Port Type(6l) 1:6, Value:Wireless IEEE 802.11
t:EAP-Message (79) 1:8
Extensible Authentication Protocol
Code: Response (2)

t ct of ot o ot

o+

Id: 7
Length: 6
Type: EAP-TLS [RFC2716] [Aboba] (13)
Flags (0x0) :
t:Message Authenticator(80) 1:18,
Value:"~=\231\023\025\156\1458\031>\137\018g!9\013"

Frame 10 (104 on wire, 104 captured)
Ethernet II
Internet Protocol, Src Addr: bw.tzo.com (192.168.123.1), Dst Addr: 192.168.123.2
(192.168.123.2)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 4265 (4265)
Radius Protocol
Code: Access Accept (2)
Packet identifier: 0x4d (77)
Length: 62
Authenticator
Attribute value pairs
t:Unknown Type (85) 1:6, Unknown Value Type
t:Idle Timeout (28) 1l:6, Value:7200
t:Session Timeout (27) 1:6, Value:14400
t:EAP-Message (79) 1:6
Extensible Authentication Protocol
Code: Success (3)
Id: 8
Length: 4
t:Message Authenticator(80) 1:18,
Value:"\234\005\182\239\178DU\247L\202\208\2228\197\018\177"
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8. EAP and RADIUS Summarized Message Flow

Seq. Supplicant (User) 802.1x Authenticator (AP) RADIUS Server
Number
1 PPP EAP request identity
PPP EAP
2 Response Identity
(user name)
Access Request (user N
name)
4 < | Access Challenge
PPP EAP Request (type =
5 EAP TLS, TLS Start, S bit
set)
6 EAP Response
(TLS Client_hello)
Access Request >
8 < Access Challenge
(cert fragment 1)
PPP EAP Request (TLS
server_hello, TLS cert
fragment 1,TLS Server key
9 exchange, TLS certificate
request, TLS
server_hello_done,
Fragment 1, L, M bits set)
10 EAP Response
11 Access Request >
Access Challenge
12 < (cert fragment 2)
13 PPP EAP Request (TLS
Cert fragment 2, L bit set)
EAP Response
TLS (client
certificate, TLS
14 client key
exchange, TLS
certificate verify,
TLS change cipher
spec, L bit set)
Access Request (Client
15 Cert) >
16 < | Access Challenge
PPP EAP Request (L bit
17
set)
18 EAP Response
19 Access Request >
20 < | Accept
21 EAP Success
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9. RFC2716 Reference Message Flow

This is extracted from RFC2716 [3] and shows the EAP/TLS message flow in a nice concise format:

In the case where the EAP-TLS mutual authentication is successful,

the conversation will appear as follows:

Authenticating Peer Authenticator
<- PPP LCP Request-EAP
auth
PPP LCP ACK-EAP
auth ->
<- PPP EAP-Request/
Identity
PPP EAP-Response/
Identity (MyID) ->
<- PPP EAP-Request/
EAP-Type=EAP-TLS
(TLS Start, S bit set)
PPP EAP-Response/
EAP-Type=EAP-TLS
(TLS client hello)->
<- PPP EAP-Request/
EAP-Type=EAP-TLS
(TLS server hello,
TLS certificate,
[TLS server key exchange, ]
[TLS certificate request,]
TLS server hello done)
(Fragment 1: L, M bits set)
PPP EAP-Response/
EAP-Type=EAP-TLS ->
<- PPP EAP-Request/
EAP-Type=EAP-TLS

(Fragment 2: M bit set)

PPP EAP-Response/
EAP-Type=EAP-TLS ->
<- PPP EAP-Request/
EAP-Type=EAP-TLS
(Fragment 3)
PPP EAP-Response/
EAP-Type=EAP-TLS
(TLS certificate,
TLS client key exchange,
[TLS certificate verify,]
TLS change cipher spec,
TLS inished) (Fragment 1:
L, M bits set)->
<- PPP EAP-Request/
EAP-Type=EAP-TLS

PPP EAP-Response/

EAP-Type=EAP-TLS

(Fragment 2)->
<- PPP EAP-Request/
EAP-Type=EAP-TLS

(TLS change cipher spec,

TLS finished)
PPP EAP-Response/
EAP-Type=EAP-TLS ->
<- PPP EAP-Success
PPP Authentication
Phase complete,
NCP Phase starts

ECP negotiation
CCP negotiation
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10. OpenSSL certificate generation script

#!/bin/ksh
SSL=/usr/local/openssl

export PATH=${SSL}/bin/:${SSL}/ssl/misc:${PATH}
export LDiLIBRARYiPATH=${SSL}/lib

# needed if you need to start from scratch otherwise the CA.pl -newca command doesn't copy the
new

# private key into the CA directories

rm -rf demoCA

echo MAk Kk hkhk kA kA Ak Ak hkhkhk ko hkhkhkhkhkhkhkhkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkxxxn

echo "Creating self-signed private key and certificate"
echo "When prompted override the default value for the Common Name field"
echo AR b b I 2k I I b b Ik I Ik b b b b b b bk b b h 2 Ik b b 2k b 2k b 3 Ik Ik Ik 2k 2h 2k I Ik Ik IR 2R 3k bk kb 2h b b b b b b b 2k b b b b b b b b b b b b Ik Ik Ik I Ik 2k bk ki L)

echo

# Generate a new self-signed certificate.

# After invocation, newreg.pem will contain a private key and certificate

# newreq.pem will be used in the next step

openssl req -new -x509 -keyout newreqg.pem -out newreq.pem -days 730 \
-passin pass:whatever -passout pass:whatever

echo MAkdkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkxxn

echo "Creating a new CA hierarchy (used later by the "ca" command) with the certificate"
echo "and private key created in the last step"
echo AR I b I b Ik I Ik Ik I I Ik b b b b b b bk b b 2h I Ik b b 2h b 2k I Ik Ik 3k Ik 2k b 2k I Ik I IR 2R Ik Ik kb 2h b b b b b b b kb b b b b b b b b b b bk b b I Ik Ik bk ki L)

echo

echo "newreg.pem" | CA.pl -newca >/dev/null

echo MAkdkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkxxn

echo "Creating ROOT CA"

echo MAkdkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkxxn

echo

# Create a PKCS#12 file, using the previously created CA certificate/key

# The certificate in demoCA/cacert.pem is the same as in newreg.pem. Instead of

# using "-in demoCA/cacert.pem" we could have used "-in newreqg.pem" and then omitted

# the "-inkey newreq.pem" because newreq.pem contains both the private key and certificate

openssl pkcsl2 -export -in demoCA/cacert.pem -inkey newreqg.pem -out root.pl2 -cacerts \
-passin pass:whatever -passout pass:whatever

# parse the PKCS#12 file just created and produce a PEM format certificate and key in root.pem
openssl pkcsl2 -in root.pl2 -out root.pem -passin pass:whatever -passout pass:whatever

# Convert root certificate from PEM format to DER format
openssl x509 -inform PEM -outform DER -in root.pem -out root.der

echo MAkdkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkxxn

echo "Creating client private key and certificate"

echo "When prompted enter the client name in the Common Name field. This is the same"
echo " used as the Username in FreeRADIUS"

echo Mk khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkxxn

echo

# Request a new PKCS#10 certificate.
# First, newreq.pem will be overwritten with the new certificate request
openssl req -new -keyout newreqg.pem -out newreq.pem -days 730 \

-passin pass:whatever -passout pass:whatever

Sign the certificate request. The policy is defined in the openssl.cnf file.

The request generated in the previous step is specified with the -infiles option and
the output is in newcert.pem

The -extensions option is necessary to add the OID for the extended key for client
authentication

openssl ca -policy policy anything -out newcert.pem -passin pass:whatever \

-key whatever -extensions xpclient ext -extfile xpextensions \

-infiles newreq.pem

Sialile i

# Create a PKCS#12 file from the new certificate and its private key found in newreq.pem
# and place in file cert-clt.pl2

Version 1.0.4, February 7, 2003



-45 -

openssl pkcsl2 -export -in newcert.pem -inkey newreqg.pem -out cert-clt.pl2 -clcerts \
-passin pass:whatever -passout pass:whatever

# parse the PKCS#12 file just created and produce a PEM format certificate and key in cert-
clt.pem
openssl pkcsl2 -in cert-clt.pl2 -out cert-clt.pem -passin pass:whatever -passout pass:whatever

# Convert certificate from PEM format to DER format
openssl x509 -inform PEM -outform DER -in cert-clt.pem -out cert-clt.der

eChO Mk khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkxn

echo "Creating server private key and certificate”
echo "When prompted enter the server name in the Common Name field."
echo MRS B R SRR R R R R R R R R R R R SRR R R R R R R R SRR R R R R R R R i I e b b b b b I b b b b I i i L)

echo

# Request a new PKCS#10 certificate.
# First, newreqg.pem will be overwritten with the new certificate request
openssl req -new -keyout newreq.pem -out newreqg.pem -days 730 \

-passin pass:whatever -passout pass:whatever

# Sign the certificate request. The policy is defined in the openssl.cnf file.

# The request generated in the previous step is specified with the -infiles option and

# the output is in newcert.pem

# The -extensions option is necessary to add the OID for the extended key for server

authentication

openssl ca -policy policy anything -out newcert.pem -passin pass:whatever -key whatever \
-extensions xpserver ext -extfile xpextensions -infiles newreq.pem

# Create a PKCS#12 file from the new certificate and its private key found in newreq.pem

# and place in file cert-srv.pl2

openssl pkcsl2 -export -in newcert.pem -inkey newreq.pem -out cert-srv.pl2 -clcerts \
-passin pass:whatever -passout pass:whatever

# parse the PKCS#12 file just created and produce a PEM format certificate and key in cert-
srv.pem
openssl pkcsl2 -in cert-srv.pl2 -out cert-srv.pem -passin pass:whatever -passout pass:whatever

# Convert certificate from PEM format to DER format
openssl x509 -inform PEM -outform DER -in cert-srv.pem -out cert-srv.der

#clean up
rm newcert.pem newredq.pem

11. OpenSSL extensions file

[ xpclient ext]
extendedKeyUsage = 1.3.6.1.5.5.7.3.2

[ xpserver ext ]
extendedKeyUsage = 1.3.6.1.5.5.7.3.1

12. Change History

Version Change
1.0.0 Initial Release

1.0.1 Typo fixes

1.0.2 1. Added Change History

also necessary to get the trace shown
3. Added §8, EAP and RADIUS Summarized Message Flow

1.0.3 Modified some of the software versions that were used

1.04 1. Change the ethereal log section heading
2. Updated URL for Cisco Alronet Reference 4.
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